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          FEATURED UPDATE
  
  
          Victory! EFF Helps Resist Unlawful Warrant and Gag Order Issued to Independent News Outlet 


  
  
          Over the past month, the independent news outlet Indybay has quietly fought off an unlawful search warrant and gag order served by the San Francisco Police Department. Today, a court lifted the gag order and confirmed the warrant is void. The police also promised the court to not seek another warrant from Indybay in its investigation.
  
  

  
      
          
  
  
          FEATURED UPDATE
  
  
          Privacy First and Competition


  
  
          Monopolists want us to believe that their power over our lives is inevitable and unchangeable, just as the surveillance industry banks on convincing you that the fight for privacy was and always will be a lost cause. But we once had a better internet, and we can get a better internet again. The fight for that better internet starts with privacy, a battle that we all want to win.
  
  

  
      
          
  
  
          FEATURED UPDATE
  
  
          European Court of Human Rights Confirms: Weakening Encryption Violates Fundamental Rights 


  
  
          In a milestone judgment— Podchasov v. Russia — the European Court of Human Rights (ECtHR) has ruled that weakening of encryption can lead to general and indiscriminate surveillance of the communications of all users and violates the human right to privacy. In 2017, the landscape of digital communication in Russia faced a pivotal moment when the government required Telegram Messenger LLP and other “internet communication” providers to store all communication data—and content—for specified durations. These providers were also required to...
  
  

    

  
  
  
  
  
  

    


            
  Discover more.

        Join our email list for EFF news, events, campaigns, and ways to support digital freedom.
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Resource

              Surveillance Self-Defense

            
    
  
  
  
    
Description: 
Surveillance Self-Defense is EFF's online guide to defending yourself and your friends from surveillance by using secure technology and developing careful practices.
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    ترتبط العدالة الإنتاجية والوصول الآمن للإجهاض، كالعديد من الجوانب الأخرى لإدارة رعايتنا الصحية، مرتبطة بشكل أساسي بحياتنا الرقمية. مع قرار دوبز ڤي جاكسون بإلغاء الحماية التي وفرها روي ڤي وايد للأشخاص الذين يسعون للحصول على الرعاية الصحية المتعلقة بالإجهاض، والتي كانت من المعلومات الحميدة قبلا، أصبحت اليوم دليلًا جنائيًا محتملًا. هذا التهديد الموسع للحقوق الرقمية خطير بشكل خاص على الأشخاص السود، السكان الأصليون/ات وذوي البشرة الملونة، وذوي الدخل المنخفض، والمهاجرين/ات، وأفراد مجتمع الميم – عين وغيرهم من المجتمعات المهمشة تقليديًا، ومقدمي الرعاية الصحية الذين يخدمون هذه المجتمعات.في هذه الصفحة، قمنا بتجميع أدلة خصوصية البيانات لأي شخص من المحتمل أن يتأثر: أولئك الذين يسعون للحصول على الرعاية الصحية والعيادات والمهنيين/ات الصحيين/ات المتعلقة بالإجهاض، وكذلك أولئك المشاركين/ات في حركات مناصرة الوصول إلى الإجهاض الآمن. ترتبط هذه الصفحة أيضًا بمساعي وتوصيات منظمة الجبهة الالكترونية إلى الهيئات التشريعية والشركات من أجل حماية أفضل للحقوق الرقمية للأشخاص الذين يحتاجون ويقدمون الرعاية الصحية الإنجابية.شاهد هذا الفيديو القصير حول الأمن الرقمي لحركة الوصول الآمن للإجهاض:
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Browser Add-on

              Privacy Badger

            
    
  
  
  
    
Description: 
Privacy Badger is an install-and-forget browser add-on that stops advertisers and trackers from secretly tracking where you go and what pages you look at on the web.
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Deeplinks Blog
 by Paige Collings
 | March 8, 2024

              Four Voices You Should Hear this International Women’s Day 

            
    
  
  
  
    
Around the globe, freedom of expression varies wildly in definition, scope, and level of access. The impact of the digital age on perceptions and censorship of speech has been felt across the political spectrum on a worldwide scale. In the debate over what counts as free expression and how it...



  


          
  

  
    
      
      



Deeplinks Blog
 by Paige Collings
 | March 8, 2024

              Four Actions You Can Take To Protect Digital Rights this International Women’s Day 

            
    
  
  
  
    
This International Women’s Day, defend free speech, fight surveillance, and support innovation by calling on our elected politicians and private companies to uphold our most fundamental rights—both online and offline.1. Pass the “My Body, My Data” ActPrivacy fears should never stand in the way of healthcare. That's why ...



  


          
  

  
    
      
      



Deeplinks Blog
 by Paige Collings, Thorin Klosowski
 | March 8, 2024

              Four Infosec Tools for Resistance this International Women’s Day 

            
    
  
  
  
    
While online violence is alarmingly common globally, women are often more likely to be the target of mass online attacks, nonconsensual leaks of sensitive information and content, and other forms of online violence. This International Women’s Day, visit EFF’s Surveillance Self-Defense (SSD) to learn how to defend yourself and...



  


          
  

  
    
      
      



Deeplinks Blog
 by Paige Collings, Jillian C. York
 | March 8, 2024

              Four Reasons to Protect the Internet this International Women’s Day 

            
    
  
  
  
    
Today is International Women’s Day, a day celebrating the achievements of women globally but also a day marking a call to action for accelerating equality and improving the lives of women the world over. The internet is a vital tool for women everywhere—provided they have access and are able to...



  


          
  

  
    
      
      



Deeplinks Blog
 by Dave Maass, Beryl Lipton
 | March 8, 2024

              The Atlas of Surveillance Removes Ring, Adds Third-Party Investigative Platforms

            
    
  
  
  
    
Running the Atlas of Surveillance, our project to map and inventory police surveillance across the United States, means experiencing emotional extremes. Whenever we announce that we've added new data points to the Atlas, it comes with a great sense of satisfaction. That's because it almost always means that...



  


          
  

  
    
      
      



Deeplinks Blog
 by Mario Trujillo, David Greene
 | March 7, 2024

              Victory! EFF Helps Resist Unlawful Warrant and Gag Order Issued to Independent News Outlet 

            
    
  
  
  
    
Over the past month, the independent news outlet Indybay has quietly fought off an unlawful search warrant and gag order served by the San Francisco Police Department. Today, a court lifted the gag order and confirmed the warrant is void. The police also promised the court to not seek another...


  


          
  

  
    
      
      



Deeplinks Blog
 by Brad Warren
 | March 7, 2024

              Should Caddy and Traefik Replace Certbot?

            
    
  
  
  
    
Can free and open source software projects like Caddy and Traefik eventually replace EFF’s Certbot? Although Certbot continues to be developed, we think tools like these help offer a promising path forward in the further development of a secure and encrypted web. For some users, tools like...



  


          
  

  
    
      
      



Deeplinks Blog
 by Cory Doctorow
 | March 6, 2024

              Privacy First and Competition

            
    
  
  
  
    
Monopolists want us to believe that their power over our lives is inevitable and unchangeable, just as the surveillance industry banks on convincing you that the fight for privacy was and always will be a lost cause. But we once had a better internet, and we can get a better...


  


          
  

  
    
      
      



Deeplinks Blog
 by Christoph Schmon
 | March 5, 2024

              European Court of Human Rights Confirms: Weakening Encryption Violates Fundamental Rights 

            
    
  
  
  
    
In a milestone judgment—Podchasov v. Russia—the European Court of Human Rights (ECtHR) has ruled that weakening of encryption can lead to general and indiscriminate surveillance of the communications of all users and violates the human right to privacy.  In 2017, the landscape of digital communication in Russia faced...



  


          
  

  
    
      
      



Deeplinks Blog
 by Nathan Sheard
 | March 4, 2024

              Voting No on Prop E Is Easy and Important for San Francisco   

            
    
  
  
  
    
As San Francisco residents, we must stand up for ourselves and our city and vote No on Prop E. Voting No on Prop E is not only an easy choice, but also a necessary one. It is a choice that reflects our values and vision for San Francisco. It is...


  


          
  

    

  
  
  
      

  
    More Updates  


  
  
  

    



  



    

      


      


    

    
    Back to top


  


  
    
                


          Follow EFF:

        
  	x
	facebook
	instagram
	youtube
	flicker
	linkedin
	mastodon
	tiktok
	threads



    


            Check out our 4-star rating on Charity Navigator.
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